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Integration with Check Point Harmony Mobile

The third-party service Check Point Harmony Mobile
(https://www.checkpoint.com/harmony/mobile-security/mobile/) has been integrated to our
EMM. This service is by default disabled and a request to the EMM support is needed to enable
it. If Check Point Harmony Mobile has been enabled, there will be a new option in Global >
Settings > Connections.
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Checkpoint Harmony n

The Check Point Harmony app (available for i0S and Android) should be added in Applications.
The i0OS app can be also added via VPP.
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A configuration "Configuration for Application" for the i0OS app and Android app should be
added.
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Configuration for the Checkpoint i0OS app

e © 0 o0 o o o

Both, the app and its configuration need to be applied to the device. An overview can be seen
in Reports after adding the new columns "Harmony risk status" and "Harmony device status”
to the view.
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Columns

) 7P MDM version

(O Android Enterprise status
[ Apple VPP user status
O Apple VPP user tenant
[ Certificate valid untd

) Comment

(O Creation date

[ DEP profde status

Device name

D eo

0 Email

O Enroliment URL

O Enroliment program

O Enroliment token valid until
[ Firmware

O Flash (free)

[ Flash (total)

) Groups

Harmony device status
Harmony risk status
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0 ME!

0 mst

O s jalibroken/rooted
0 s roaming

O Kiosk configuration assigned
O Kiosk mode

[ Knox attestation passed
[ Last connection

[0 Last inventory update

([ MAC address

() MDM Status

) MOM id

O MDM started

) Manufacturer
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Administrator rights
Enroliment program
Groups

Is jailbroken/rooted
Klosk mode

Knox attestation passed
MDM Status
Manufacturer
Ownership

Platform

SAG status

SafetyNet attestation passed
Search
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In "Security" the risk and device status for each device is also shown.
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And a condition for risk and device status for operation has also been added.

Conditions

IS in the device list v

Listed mandato

Xy appication not instalied
Newer version avaladble

Security

Device Is encrypled

Harmony device status

Harmony nsk status

Has admmnistrator nghts
Hit a blackasted URL
S plibroken/rooted
Knox attestaton passed
Password compliant
SD card 5 encrypted
SIM card changed
SafetyNet attestation passed
Virus found on device
Error handling
NO MODM chent connection for
NO gevice connection for

Wipe faled
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The available values for device status are:

e Provisioned

e Active
e [nactive
Conditions 7 x

Harmony nsk status

~
None

Low

High -

The available values for device risk status are:

e Non
Low
Medium
High

More details can be found in our Checkpoint Harmony Mobile Integration guide.

New column “"Groups" added to Reports

The column "Groups" has been added to reports type "Assigned devices".
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New report type "Custom parameters” added

A new report type "Custom parameters" have been added to Reports. Each custom parameter
is displayed in a separate column and a user based CSV export can be generated.

Affected devices are shown on the second page when clicking on a custom parameter.
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New options added to condition "Has a custom parameter” in operations

New options to condition "Has a custom parameter” has been added to operations.

“

After selecting a parameter name, you can select between

e Specific value
e Anyvalue
e NOT this value

"Specific value" and "NOT this value" expect a custom parameter value while "Any value" will
match every device that has this parameter set.

n

Extended device information

Extended device information has been added.
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Now all important device information is displayed in the device tab.

"Subject" field added to action "Create a report”

The "Subject" field has been added to the action "Create a report". Now it is possible to add
an individual subject for each report.

Actions 7 x

m

Schedule Work Profile access
A new feature to limit access to Work Profile for the user has been added. Now it is
possible to prevent users to access their Work Profile on their devices outside their

working time.

Work Profile devices now show a link "Scheduled” in "Inventory” and "Details".
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Clicking on that link will show an empty pop-up for devices that did not received a
"Schedule Work Profile" configuration.

e iag Nt baw el e

To show and execute the schedule, first a "Schedule Work Profile" configuration should be
created.
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Schedse Mok Profe

Selecting the value "Enabled" will show a "Start time" and "End time" for each weekday.
Important conditions when filling in starting time and ending time:

1. Starting and ending time can not be the same value

2. Ending time must be greater than starting time

3. Duration must be at least one hour

Applying the configuration to a Work Profile device will show a pop-up with the scheduled
time when clicking on the link.
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Outside the scheduled time, the Work Profile on the device will be disabled.

To disable the schedule, a configuration with the value "Disabled” should be applied to the
device.

"Restrictions" configuration has been updated and reorganized

The configuration "Restrictions" has been updated, improved and reorganized. More tool
tips with helpful information have been added. The restrictions have been grouped and
alphabetically ordered.
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"Android enterprise” added to Infrastructure

A new option "Android enterprise" has been added to infrastructure. The option displays a
list of managed apps and allows undo of their approval.

The feedback channel can be also displayed.
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Adding applications have been improved

Adding and displaying different types of applications have been improved. Now each type
(URL, file, ID) has a radio button. Depending on which type you want to add, you need to
select that radio button. The Ul will change and will display those fields that are required.

Azprcanca

New configuration type "Certificate revocation" (i0S) added

A new configuration type "Certificate revocation" for iOS has been added. The configuration
allows to send a revocation command of a MDM managed certificate to a device.
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Security patch date is now displayed

The security patch date (level) is now displayed in device inventory
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RAM
Flash

Memory card

Updating iOS apps from Installations > Applications added

Now it is possible to update an i0OS app directly from the Installations > Applications tab.

Two columns showing device storage data have been added to Reports

Both columns "Flash (free)" and "Flash (total) have been added to Reports. They show data
about the internal storage.
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Locking apps with a lock code on devices in Kiosk mode

It is now possible to set a lock code for each app that has been added in the "Application list"
(list type: Kiosk),
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Define the application for this cell x

Type @ Manual O Select
com.gensuite.onthego
Name

Benchmark

Lock code 47486968493

Define the application for this cell X

ype O Manual @® select
Apphcation Microsoft Teams (Global) v

Lock code 47486068493

A lock icon will be displayed for apps that have been locked with a code.

i,

Carvecal
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If the user want to run an app that is locked, it will prompt to enter the lock code.
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Enter lock code

CLOSE UNLOCK

If a wrong lock code was entered, an error message is displayed.
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1448 M @ &

Wrong lock code

New restriction option "Connected work & personal calendar” has been added
Android work and personal calendar can now be connected using a restriction (requires

server 6.11 and Android client 6.11 and only works with Android 12 or older. For Android 13,
this feature will be added in 6.12)
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