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Integration with Check Point Harmony Mobile 

The third-party service Check Point Harmony Mobile 
( https://www.checkpoint.com/harmony/mobile-security/mobile/ ) has been integrated to our 
EMM. This service is by default disabled and a request to the EMM support is needed to enable 
it. If Check Point Harmony Mobile has been enabled, there will be a new option in Global > 
Settings > Connections.  
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The Check Point Harmony app (available for iOS and Android) should be added in Applications. 
The iOS app can be also added via VPP.  

 

 

A configuration "Configuration for Application" for the iOS app and Android app should be 
added.  
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Configuration for the Checkpoint iOS app 

 

Both, the app and its configuration need to be applied to the device. An overview can be seen 
in Reports after adding the new columns "Harmony risk status" and "Harmony device status" 
to the view.  
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In "Security" the risk and device status for each device is also shown.  
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And a condition for risk and device status for operation has also been added.  
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The available values for device status are:  

 Provisioned 
 Active 
 Inactive 

 

The available values for device risk status are:  

 Non 
 Low 
 Medium 
 High 

 
More details can be found in our Checkpoint Harmony Mobile Integration guide.  

New column "Groups" added to Reports 

The column "Groups" has been added to reports type "Assigned devices".  
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New report type "Custom parameters" added 

A new report type "Custom parameters" have been added to Reports. Each custom parameter 
is displayed in a separate column and a user based CSV export can be generated.  

 

Affected devices are shown on the second page when clicking on a custom parameter.  
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New options added to condition "Has a custom parameter" in operations 

New options to condition "Has a custom parameter" has been added to operations.  

 

After selecting a parameter name, you can select between  

 Specific value 
 Any value 
 NOT this value 

"Specific value" and "NOT this value" expect a custom parameter value while "Any value" will 
match every device that has this parameter set.  

 

Extended device information 

Extended device information has been added.  
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Now all important device information is displayed in the device tab.  

"Subject" field added to action "Create a report" 

The "Subject" field has been added to the action "Create a report". Now it is possible to add 
an individual subject for each report.  

 

Schedule Work Profile access 

A new feature to limit access to Work Profile for the user has been added. Now it is 
possible to prevent users to access their Work Profile on their devices outside their 
working time.  

Work Profile devices now show a link "Scheduled" in "Inventory" and "Details".  
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Clicking on that link will show an empty pop-up for devices that did not received a 
"Schedule Work Profile" configuration.  

 

To show and execute the schedule, first a "Schedule Work Profile" configuration should be 
created.  
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Selecting the value "Enabled" will show a "Start time" and "End time" for each weekday.  

Important conditions when filling in starting time and ending time:  

1. Starting and ending time can not be the same value 
2. Ending time must be greater than starting time 
3. Duration must be at least one hour 

Applying the configuration to a Work Profile device will show a pop-up with the scheduled 
time when clicking on the link.  
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Outside the scheduled time, the Work Profile on the device will be disabled.  

 

To disable the schedule, a configuration with the value "Disabled" should be applied to the 
device.  

"Restrictions" configuration has been updated and reorganized 

The configuration "Restrictions" has been updated, improved and reorganized. More tool 
tips with helpful information have been added. The restrictions have been grouped and 
alphabetically ordered.  
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"Android enterprise" added to Infrastructure 

A new option "Android enterprise" has been added to infrastructure. The option displays a 
list of managed apps and allows undo of their approval.  

 

The feedback channel can be also displayed.  
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Adding applications have been improved 

Adding and displaying different types of applications have been improved. Now each type 
(URL, file, ID) has a radio button. Depending on which type you want to add, you need to 
select that radio button. The UI will change and will display those fields that are required.  

 

New configuration type "Certificate revocation" (iOS) added 

A new configuration type "Certificate revocation" for iOS has been added. The configuration 
allows to send a revocation command of a MDM managed certificate to a device.  
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Security patch date is now displayed 

The security patch date (level) is now displayed in device inventory  
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Updating iOS apps from Installations > Applications added 

Now it is possible to update an iOS app directly from the Installations > Applications tab.  

 

Two columns showing device storage data have been added to Reports 

Both columns "Flash (free)" and "Flash (total) have been added to Reports. They show data 
about the internal storage.  
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Locking apps with a lock code on devices in Kiosk mode 

It is now possible to set a lock code for each app that has been added in the "Application list" 
(list type: Kiosk),  
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A lock icon will be displayed for apps that have been locked with a code.  

 

If the user want to run an app that is locked, it will prompt to enter the lock code.  
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If a wrong lock code was entered, an error message is displayed.  
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New restriction option "Connected work & personal calendar" has been added 

Android work and personal calendar can now be connected using a restriction (requires 
server 6.11 and Android client 6.11 and only works with Android 12 or older. For Android 13, 
this feature will be added in 6.12)  

 


