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IKARUS mobile.management - Server

Version 6.12.xx
Release date 28.11.2023

Dual SIM support

Dual SIM support has been added. Information of each SIM and eSIM is shown separately.

View device f

o= GOE

Details Actions History = Installations = SIM Cargl
SiM
IMSI
wean
MCC
MNC

SIM 1

Slot 1 type

[eeli]

Pheane fumber 10—

SiM MCC
SIM MNC
SIM 2
Siot 2 type
Iccin 1§
Phane number I
SIM MCC

}

SIM MNC
Aoaming

In Organization > Users and devices > Network and Connectivity data of each SIM card and eSIM is
listed separately.
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In Reports the values of each SIM card has its own number (e.g. IMEI1, IMEI2, ...). The value without a
number (e.g. IMEI) is the one of the currently active SIM / eSIM.

On i0S devices it is now possible to disable the Activation Lock remotely via the MDM or directly on
device by entering the username and password or by entering the bypass code.

FIDO2 support

Two-factor-authentication via FIDO2 have been added. A login can be done via e.g. an USB dongle /
token.
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authentication: | |
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When adding a new administrator account, now "FIDO" can be selected from "Two-factor-
authentication" drop-down menu.

Adding WebApps with one click
WebApps can be added with on click now.
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Package Name

wom groghe e weban: I

Select a WebApp from Infrastructure > Managed Google Play and click on the "Select" button. The pop-
up "Package Name" will appear.

Now click on the "Add" button.
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The WebApp has been added automatically to Applications.

Disabling MAC address randomization for Android
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Disabling randomized WiFi MAC address via an Access Point configuration is now possible for Android
devices with Android 13 or higher.

. =
Access point -

General

Main settings

If the option is enabled, the hardware MAC address will be used instead of a random generated one.

Support managed configuration for APK files

Now a managed configuration can be added to an APK file that supports managed configuration.

Configuration for application B

Android Sppeonti (uploaded of inked apk)

First, you need to add an APK file or the URL to the APK of an application that supports managed
configuration to Applications.

Then add a "Configuration for application" and select "Android appconfig (uploaded or linked .apk)" for
"Application type".
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Configuration for application J

Genera!

Main settings

Configuration data
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Select the uploaded or linked apk from the drop-down menu "Application to be configured (.apk)". New
fields for these values that can be added will appear under "Configuration data".

Rapid Security Responses for Apple devices

Available Rapid Security Responses for Apple devices are shown.

View device |
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If a software or a Rapid Security Responses update is available for an Apple device, a notification will
appear in brackets next to the 0S version number.
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A click on that notification will show details about the available update. A letter in brackets in the
version number indicates that the available update is a Rapid Security Responses.
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After the update, the new version number with the letter in brackets is shown.

Play Integrity APl Support (replacing SafetyNet)
Google Play Integrity APl support has been implemented.

Warnings
Jailbroken ]
Rooted 0
MDM Setup removed (i0S & Win) 6
No administrator rights (Android) 0
Wipe failed 0
MDM setup removed by user 5
MDM setup removed by admin 1
SIM card changed 2
Security Access Gateway blocked 2
Virus found 0
Samsung Knox 2
Deprecated MDM clients (<6.10.00) 32
Knox attestation failed 0
SafetyNet attestation failed 0
Play Integrity attestation failed 4
Managed Google Play account status 1

Dashboard: Failed Play Integrity attestation is shown in Dashboard > Warnings.

Statistics
Assigned devices
Device pool
Users
Groups
Models

Unregistered devices

Warnings
Jailbroken
Rooted
MDM Setup removed (i0S)
No administrator rights (Android)
wipe failed
MDM setup removed by user
MDM setup removed by admin
SIM card status changed
Security Access Gateway blocked
Virus found
Samsung knox license warnings
Deprecated MDM clients
Knox attestation failed
SafetyNet attestation failed

Play Integrity attestation failed

Managed Google Play account status

Connections
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Settings: Displaying this warning can be enabled or disabled in Settings > System > Dashboard.
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Device inventory: The status of the Play Integrity attestation is also displayed in the Security tab in
Organization > Users and devices > Inventory > Security.

MDM Server actions

05 specific actions ]

o Turm off

Slart SafetyNet sttestation

vatallations = SIM Card
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=
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The attestation can be started manually in Organization > Users and devices > Actions > 0S specific

actions.
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Conditions

All devices

Security
Check Point Harmony Mobile device status
Check Point Harmony Mobile risk status
Conditional access compliance
Device is encrypted
Has administrator rights
Hit a blacklisted URL
Is jailbroken/rooted
Knox attestation passed
Password compliant
Play Integrity attestation passed
SD card is encrypted
SIM card changed
SafetyNet attestation passed
Virus found on device
Error handling

No device connection for

VMl $ibncd

Operations: A condition has been added to filter out devices with different Play Integrity status.

Conditions

Play Integrity attestation passed

Yes

Yes
No

Unsupported
Undefined

Play Integrity attestation status can be:

Yes (attestation passed)

No (Play Integrity attestation failed)

Unsupported (Play Integrity attestation not supported)
Undefined (Play Integrity attestation support unknown)

‘ Send email v |

_ A
Security

Allow deactivation of device administrator (Knox Standard)
Conditional access compliance: Grant

Conditional access compliance: Revoke

Deny deactivation of device administrator (Knox Standard)
Disable work profile

Enable work profile

Lock

SAG: Block

SAG: Unblock

Start Knox attestation
Start Play Integrity attestation
Start SafetyNet attestation
Unlock

Other
Create a report

Delay (Android only)

Install Antivirus license (Android only)

Install media

IKARUS Security Software GmbH 8/16



The action "Start Play Integrity attestation" has been added.

Operation =

2 matching devices

od No B

]

Cancel m

In this operation the Play Integrity attestation will be started on all devices where it failed.

Assigned davicas [level 171, B direns)
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Reports: A column that shows the Play Integrity attestation has been added.

Android managed system updates improved

The restriction "System update policy" has been improved.

Restriction B
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o

. @

. e
e
LT
@

s

These are the improved options of the restriction "System update policy":
Install windowed: The fields "Start time" and "End time" have been added.

Syslem updale pol ey | Insk all Windowed v ‘
e tine 0600
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No policy: Removes the policy and enables manual system updates again.

Google Play Errors in Dashboard

Managed Google Play errors are now displayed in Dashboard for a quick overview.

Warnings
Jailbroken 0
Rooted 0
MDM Setup removed (i0S & Win) 6
No administrator rights (Android) 0
Wipe failed 0
MDM setup removed by user 5
MDM setup removed by admin 1
SIM card changed 2
Security Access Gateway blocked 2
Virus found 0
Samsung Knox 2
Deprecated MDM clients (<6.10.00) 32
Knox attestation failed 0
SafetyNet attestation failed 0
Play Integrity attestation failed 4
Managed Google Play account status. 1

The amount of Android devices that have Managed Google Play errors is displayed here.

Dashboard m.

Statistics
Assigned devices
Device pool
Users
Groups
Models

Unregistered devices

Warnings

Jailbroken
Rooted
MDM Setup removed (I0S)
No administrator rights (Android)
Wipe failed
MDM setup removed by user
MDM setup removed by admin
& SIM card status changed
I8 Security Access Gateway blocked
Virus found
& Samsung knox license wamings
& Deprecated MDM clients
Knox attestation failed
SafetyNet attestation failed
Piay Integrity attestation failled

¢ Managed Google Play account status

Connections

el

If the line is not visible in Dashboard, it needs to be enabled in Settings.
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A click on the number will show a list of affected devices.

MM Status
7P MDM

Androkd Enterprise status

AE woeking envirormment

In Device Inventory > Setup data status of the AE account is also shown.

Android enterprise (level 171, 1 devices)

User Dwvice name Model  Mans ged Google Play accourt 13 s

In Reports there is a column that also shows the status.

Connecting company and private apps

Data sharing between company calendar and private calendar is now possible with the restriction
"Connected work & personal calendar”.

Data sharing between company apps and private apps is also possible with the restriction "Connected
work & personal apps".

Restriction

Minimum Android version is 13.

Set i0S device name

An option to change the name of the device for supervised i0OS devices has been added to the Apple
device configuration. Instead of entering a name manually, a custom parameter can be selected as the
device name.
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R Name q> iPad

iP2d0S Version 166
Sign in to your iPad Mode| Namie iPed (5t acheration
SetupiCloud, the App
Store and mare. Model Mumber ]
Serlal Number I
Airplane Made:
Wi-Fi M Coverage
Eluetoath On
Bongs
a Notifications Videos a
m Sounds Fholos 1
Focus Applications
Screen Time Capacity 32GB
Aailable

General

i

B convol centre Wi-Fi Address —
Display & Brightness Biuetooth E—
u Home Screen & SEID
Multitasking
Accessibility
: Certificate Trust Settings
Wallpaper
B siiaseach
Apple device configuration o
Device name: [ Company_iFAD_ 4 i LI ]

The name of supervised Apple devices can be changed via the "Apple device configuration®.
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Via the "Apple device configuration”, a supervised Apple device will be renamed to the value entered
in the configuration.

After entering a value in Settings > Device name and applying the configuration to the device, the name
is changed to the new value.

Appla device configuration

User

To add a custom parameter as device name, click on the gear icon and select a custom parameter.

New Kiosk features and improvements
Kiosk configuration: Color of the battery icon (Samsung)

If hiding the status bar is enabled in the Kiosk configuration, the battery icon will also be hidden on
Samsung devices.. A battery icon will be displayed for those devices. Depending on the color of the
background image, a light or dark colored battery icon can be selected.
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After enabling "Hide status bar" in the Kiosk configuration, the second option "Battery icon color" will
appear.

The values for "Battery icon color" are:
e -- (default value, white color)

e Dark (black color)
e Light (white color)

Example of the battery icon in black (Dark).

Example of the battery icon in white (default, Light).

Kiosk configuration: Improved "Clear app data"

The way app data (browser history, open web pages) should be cleared can be selected
separately. There are two options:
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"Clear app data on screen off-on": This will clear history of visited URLs and will closeopen
browser pages if device screen time out turns the screen off or screen gets turned off
manually.

"Clear app data on reboot": This will clear history of visited URLs and will close open browser
pages on device reboots.
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If an application list (type: Recommended list) is selected instead of None, two additional
options appear.The available values are "Yes" and "No".

Application List configuration: Define a Grid position to be reserved as "Empty"

Grid positions can be defined as "Empty". These grid positions will remain empty even if apps
from the dynamically assigned app list are installed after the device is in Kiosk mode.

-

depicaban b

In the Application List configuration (type: Kiosk list), you can click on a position and tick the
"Is empty" check box. This position in the grid remains empty on devices in Kiosk mode if it
has been selected in the "Predefined application list" in the Kiosk configuration.
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This is an example how positions marked as "Is Empty", remain empty on a device in Kiosk

mode.
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