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Displaying elD information in Ul (i0S /iPadOS only)
Apple devices that support eSIM have an elD. This elD is now displayed in Ul.

Serial number i i checkwarranty

Firmware 208110
User agent iPhone, VD, 16.1.2 208110
Product 1D iPhone14,7
IMEI ]
EID &
MAC 1
7
udid v J3
Battery 87%
Memory available
Flash 91% (115.9 GB/128.0 GB)

The elD is displayed in "Inventory > Hardware" and ...

Assigned devices [leval 111, 2 devices)

Custom
S + & B 0
Searn Ownership SAG status
All 2 All $
ministrator rights: MOM Status Knom attestation passed
All s Al s Al ]
fetyh stalion pas Platform Manufacturer Erraliment pragram
all $ Al : all &
Kiosk miode
All s
User Device name Modal OS5 version  Manufacturer | EID IMEL Platfarm DEP profile status s roaming MM 1
Li=a Fhoneld Appie [IPhD 16.1.2 Appia s HNo HNo I
Tesler, DEF  DEF PAD WA-FI iFad § 152 Appie Ho | emscmom

.. "Reports".
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Name

‘ allalliog|

Columns

[ 7P MDM version

[ Android Enterprise status
[ Apple VPP user status
[ Apple VPP user tenant
[J Certificate valid until

Filters

Administrator rights
Enrollment program
Groups

Is jailbroken/rooted
Kiosk mode

[ Comment
[J Creation date
DEP profile status
Device name
EID ]
[ Email
[ Enroliment URL
[ Enroliment program
[ Enroliment token valid until
[0 Firmware
IccID
IMEI
IMSI

Iz iailhrokeni/ranted

Knox attestation passed
MDM Status

Manufacturer

Ownership

Platform

SAG status

SafetyNet attestation passed
Search

If the elD column is not visible, it needs to be added by clicking on the "Edit" icon and then checking the
check box "EID" in the pop-up "Edit view".

No client update to version 6.10 on devices with Android 7 or older

The MDM client 6.10 or higher will not be get installed on devices with Android 7 or older while using
an operation with condition "Newer Version Available".

Enrolling Devices with client 6.10 or higher will be not possible, too. Devices with Android 7 or older
should remain on MDM client 6.09.

New Reports type "Outdated iOS Apps" (i0S /iPadOS only)

A new Reports type "Outdated iOS Apps" has been added.

In "Outdated iOS Apps" installed applications on Apple devices, that were not up to date, are listed.
There are already newer versions available.
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View device B
DEP: IPHONE X5 MAX SPACE GRAY 64GB-SDH ﬂ u
Inventary Details Actions History = Installations ~ SiM Card
Installations > Applications
O Include deleted applications 7P Apps view
O Advanced data for managed apps
Installed by MOM server System App Deleted app Other
&  Progam name dentifie
= Program name < Identifier + Version + Size
Hatels.com com.hotels. HotelsNearMe 22.46 169 720 kB -
HP Smart com.hp.printer.control 9.6.1 205 844 kB
HUAWEI Al Life com.huawei smarthome-ios 1.0.530 450 100 kB
HUAWEI HiLink com.huawei. MobileControl B00.6.3078 88144 kB
HusCompagniel dk huscompagniel huscompa 1.6.5 241083 kB
IKEA com.ingka.ikea.app 3.30.0 J 143 400 kB
IMDb com.imdb.imdb 1322 (Update availabie for this sppiication 3
Jensens COMLjensens.app 241 48 944 kB
Just Eat com.justeat. JUSTEAT.dk 34.420 68 012 kB
Jysk Auktionshus com.sebae mobile jyskauktion.. 3.1 34416 kB
Jyske Bank dk.jyskebank.drb 2022111243 123720 kB
Kahoot! na.mobitroll kahoot.controller 54,9 272380 kB
Katalog com.ikea.lkeacatalogue? 690.26.300 13 708 kB
B P T pe— . Ao a4 T e A Ry e
€ >

Outdated apps on Apple devices can be also seen on "Installations > Applications". Those apps are
marked with a yellow triangle.

Showing package identifier in Managed Google Play

When a new web app has been added via "Managed Google Play", ...

comsedgelentics

.. the package identifier is shown in a pop-up. The identifier can be used via copy-paste for further
usage.
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Moving apps in the Kiosk list via drag'n'drop

It is now possible to move apps in the Kiosk list (ApplicationList) via drag'n'drop.

Application list -

EancEl m

~

General

Application list
List type: Kiosk list (Knox Standard)
Orientatio Landscape

Page-1 (Click on a gr ell to add an application

aaapk_01_GLOBAL X

Bubble Shotgubble Shooter We

Apps will switch their places in the grid when dropping an app on another.

Arranging and re-arranging the apps in the grid is now easier.

0S Update control enhancement for supervised devices (i0S / iPad0S 15 or higher)

For supervised Apple devices the admin can deternine, if only the lates version of the current 0S will
be allowed to be installed or only the next major OS version.
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0S5 specific actions (-]

Hotspot
Bluetooth
Roaming

Enable data Disable data

i0S activation lock (Supervised device)

Allow activation lock Disallow activation lock

i0S update versions presented to user (Supervised device)

Show major upgrades Show security updates only Both options
Remove MDM Profile

The option can be set in Actions > 0S specific actions > i0S update versions presented to
user (Supervised device) and ...

105 update versions presented (o user (Supenised device) w
| Show major upgrades e
| Show major upgrades

Show Securily updales only

Bolh options

.. as an action in Operations. The default option / value is "Both options".
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https://wiki.dmaas.de/index.php/File:IOS_update_01b.png

If a security update or a minor update of the current 0S is available and the option is set to
"Show security updates only" or "Both options", the user will see this on his device.
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https://wiki.dmaas.de/index.php/File:IOS_update_03.jpg

But if the admin set the option to "Show major upgrades”, then the user will see this on his
device.

SafetyNet support

SafetyNet support has been added. Devices with Android 8 or higher and MDM client 6.10 or
higher will be able to get attested by SafetyNet.

MDM
Sel Device Settings
[ |

The attestation can be applied manually by clicking on the "Start SafetyNet attestation”
button in "Actions > 0S specific actions".

7P MDM password [EECLIEEEN  sct new password

Security Access Gateway Not available
Knox attestation passed
SafetyNet attestation passed Yes
Device Encryption Active
Autolock time 0
Bluetooth Allowed
Password compliant Yes
Parent password compliant

On boot behavior Disabled
SIM card changed No
Virus found Not available
Kiosk mode active No
Visited blacklisted URL Not available
GPS status change Allowed
GPS On No

The status of the attestation can be seen in "Inventory > Security > SafetyNet attestation
passes".
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ctsProfileMatch:  true

basiclntegrity: true
evaluationType:  BASIC,HARDWARE_BACKED
timestamp: 2022-12-02 09:20:01

A click on the result ("Yes" / "No") shows a pop-up with details. There are also the values

"Unsupported” and "Undefined".

Conditions ?7 %

SafetyNet attestation passed v

‘ Yes w

Yes
No

Unsupported
Undefined

There is a condition to filter for those with certain SafetyNet attestation status values.

SIKARUS

Austria English © A christoph (@
" security software
A Dashboard g Home > Reports > Assigned devices
& Organization Report type Assigned devices (level 1/1, 12 devices)
&% Infrastructure Inventory Schedule Custom
# Gperatons bevice ool screcuenis || W | select | |
Unregistered devices
B Reports Search Groups Ownership SAG status
Samsung Knox
devices Select (0) Al : Al +
& Ssettings
Android enterprise Administrator rights Is jailbroken/rooted MDM Status Knox attestation passed
Models Al s Al s Al s
Platforms
Venufacturers SafetyNet attestation passed Platform Manufacturer Enrollment program
Firmware All : ‘ All * All :
Applications Al
MDM Clients Yes
Trust certificates No
Identiy certificates Unsupported MDM id Platftorm  Ownership  Model OSversion  IMEI
Custom parameters ENGrat, Grnstopn——Samsung sy 352802002851974  Android Corporate SM-G96OF 9 3528020928519 %
SIM Card Ehardt, Christoph  pixel test 357480104986008  Android Corporate Pixel 4a 12 3574801049860
Users
ool Ehardi, Christoph  nokia one 358550081158224  Android Corporate Nokia 6.1 10 3585500811582
enera
Service history Ehardt, Christoph  iPhone 7 404D7FSDBA7  i0S Corporate iPhone 7 15.4.1 3502130771439
Eharrt Chistonh _iPhane 1AsACA47ARAY i0s P Bhona 11 mat ARnRARTORATER ¥
Infrastructure 3 5
Operations

Configurations Export as CSV. SLBIREISTEN  showing 110 12 of 12 entries

Cartifinatac (infral

In "Reports” there is a column, where the SafetyNet attestation status values are also listed
and a filter to filter for a certain SafetyNet attestation value.
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Warnings
Jailbroken 0
Rooted 0
MDM Setup removed (I105 & Win) 0
Mo administrator rights (Android) 0
Wipe failed 0
MDM setup removed by user a
MDM setup removed by admin 0
SIM card changed ]
Security Access Gateway blocked ]
Virus found 0
Samsung Knox 0
Deprecated MDM clients (<6.08.00) 1]
Knox attestation failed 0
SafetyNet attestation failed a

On the "Dashboard" page all Android devices, where the SafetyNet attestation failed, are
count. A click on the number will show a pop-up, where all those devices are listed.
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https://wiki.dmaas.de/index.php/File:SafetyNet_05.png

st

-

o000 DOOOOOO

If the line "SafetyNet attestation failed" on "Dashboard" page is missing, you need to enable
it in "Settings > System > Dashboard".

Firmware update availability for Android devices

If a firmware update is available for Android devices, this information will also be shown on
MDM. The MDM client 6.10 or higher needs to be installed on the device.

Awred [

In "Inventory > Device data" the text "[0S update available]" will be displayed if a firmware
update for this device is available.
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"Error" displayed in red colour

To distinguish easily between succeeded and failed actions, those with the value “Error” are
now displayed in red colour.

-
Vigss ceedice

-
- EaOog
UHTIES AT TR swuds waau LA L AT

| ouse |

[ bure |

o]

[ o |

| cora |

Fove

-

[ oo |

[ bure |
Vs dervice :
oA

Ring function for Android

A function that lets the Android device play a ring tone has been added. The volume of the
ring tone depends on the audio settings on device.
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https://wiki.dmaas.de/index.php/File:Error-red_01.png
https://wiki.dmaas.de/index.php/File:Error-red_02.png

A device that is lost or cannot be found, can be remotely set to play a ring tone. If the device
is active and connected and the volume is high, the user might hear it.

The option can be found in "Actions > Security > Lost mode".

APNS certificate serial number added to the Ul

The APNS certificate serial number has been added to the Ul in "Global > Settings > Apple".

General options E

The serial number is needed and requested by the Apple support for renewal of the expired
APNS, if the Apple ID, that was used to generate the APNS has been forgotten or they have
no access to it.

Highlighting users in Deleted from LDAP group

Users with devices, that were deleted on LDAP, will be shown in red colour on MDM after a
sync.
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https://wiki.dmaas.de/index.php/File:Andriud-play-sound.png
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Sab name

Direchory Service Symd

Log executions

Pericd star

.0, 202

Run

Fofever -

| RepeM

Every o 1 daws w
Schedules

direciony_service_syncphp w

| = This job Script allows to automate the LDAP ¢ AZure iImport
process
Typical execution interval is 1-24 haurs.

sdairmurm number of &mars (defsult: 250)

I [ Dedete users without IZIE'all.‘sh]

If the check box "Delete users without devices" is not checked, also deleted users on LDAP,
that do not have a device on MDM, will remain but will be displayed in red colour.

et e (A : @ P e
l-- ks
Unern oo devican
- =
a £ in m i
[T
=
r
=
r
£33

Now it is easy to distinguish between user, that were deleted on LDAP and active user.
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https://wiki.dmaas.de/index.php/File:Deleted_from-ldap-azure_1a.png
https://wiki.dmaas.de/index.php/File:Deleted_from-ldap-azure_1.png

]

= First name £ Last name £ User name

Shdent 1 student, 1 @Tp-grou <
Student 2 student. 2E7p-grou
AppHe AppAT applicense@tmdm
Recep AZurl recepaazurifrbmdm .
marza azurel mirzaazune il fpsc
mirza Bzure2 mirzaszure@ Tpac
Recep Azune 2ok TECE Q. AZUND (Ertrmed
Recep Azureck] recepazunok @imd
Pt EBarner piet. barnengitmam

HAaal Bbb1 aaal bbby 1@imdmdk
Agal Ebb2 aaa? bbo2@imdmdk
Joseph Biden Joseph Badenifi ¥ p-g

Jan Schlesinger Chiistensen jan, christenseni@im

Jan Schlesinger Chnstensen jan. schéesinger.chri

Jan Schlesmger Christensen jan. schiesinger chri

Lea Schiesinger Chirigtensen lea. christensengim

dep enabiler dep.enablergimdm
denz enabler? den? anabler Baiim x

=

Please select a user to whom this device will be assigned:

Users and devices

a

Usermarie

Azal Bbol

AzaZ Bbog

AppRe ADpAr

Afads Qaigs

dep enabler

dep enabler2

Jan 3¢ r!|E"5.If'l;E" Chrisiensen
Jan Schlesinger Chrisfensen

Jan Schlesinger Chrigtensen =

(oo [

Deleted user will be also displayed in red while assigning / moving device to other users.
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QR code generation of the MDM client URL

Instead of manually typing the download URL of the MDM client, to download and install it,
now a QR code can be generated and scanned via the device camera.

fid evize =
o | e [ Snentbonty |

When adding a new device, clicking on that icon will generate a QR code, that contains the
download URL below.

[ T—— =
ooQ

e

Lrobrar oo

LRk

(LT

]

Lot |

The same icon can be also seen on "Details > Contact and enrollment information”.
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https://wiki.dmaas.de/index.php/File:Download_url-qr-code_01.png
https://wiki.dmaas.de/index.php/File:Download_url-qr-code_02.png

Download URL X

After a click on that icon, a pop-up with the QR code will appear.

AppStorage is now also available in PO and WPCO devices

With MDM client 6.10, the AppStorage is also available for Android devices enrolled in PO and WPCO
mode.

Client activated

App Storage

Connact
ZER

Settings
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https://wiki.dmaas.de/index.php/File:Download_url-qr-code_03.png
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Work Profile on Company Owned added to Operations and Reports

The enrollment type "Work Profile On Company Owned" has been added to Operations and
Reports.

android ennaliment type

I
| ‘Wark Profile On Company Owned w |

Dayice
Vark profie
Device Owrier Mods
I Work Profie On Company Crwned .
= + OO
=
= ===1

Now PO and WPCO devices can be distinguished and separately filtered / selected.
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