


The IKARUS threat.intelligence.platform is unique regarding user experience and data quality. It combines open
sources and leading commercial sources with local threat intelligence gathered through IKARUS' own endpoints.

The data sources are categorized into endpoint- and network-based indicators, vulnerability information, attack

methods and techniques, attacker groupings and attributions, campaigns, toolsets, malware and malware
families, reports and signatures.

Flexible options for system integration

The platform can be integrated via cloud, on-premises or air-gapped systems: Use direct access to the IKARUS TIP
for targeted investigations according to your needs and infrastructure or let the data feeds of the IKARUS TIP flow into
your local SIEM, EDR, NIDS or similar via your own instance. Integration into air-gapped systems is also supported.

IKARUS threat.intelligence.platform — Cloud-Integration

IKARUS threat.intelligence.platform — On Premise-Integration
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IKARUS threat.intelligence.platform — Air-Gapped Environment
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Highlights Advantages
- Global and local data sources at the highest level - Targeted response to cyber security incidents
- Strategic, operational and tactical information - Attributed and up-to-date local and global threat
information

- Flexible data access/system integration as required

. S - Knowledge of current attack methods and incidents
- Targeted investigation and customer use cases .

worldwide
- Enrichment of existing cyber defence technologies

(EDR, NIDS, sandboxes, firewalls, proxies etc.) - Creation of strategic situational awareness

- Optimized risk management and cyber prevention

The Austrian cyber security specialist IKARUS Security Software GmbH has been developing and operating leading
security technologies since 1986 — from its own scan engine to cloud services for the protection of endpoints, mobile
devices and e-mail gateways to the modular threat intelligence platform. With technology partners Mandiant and Nozomi
Networks, IKARUS is expanding its portfolio with internationally market-leading technologies and is the Austrian point of
contact for incident response and global and local threat intelligence in IT, OT and loT security.
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