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Ongoing Optimization and Maintenance
of Your Guardian Sensors

Annual subscription for continuous service delivery

Benefit from our extensive experience and expertise with Nozomi Networks solutions: We provide
ongoing guidance and consulting to help you seamlessly integrate and operate the latest security
practices and insights within your existing security systems and processes.

With the IKARUS Optimization Package, the IKARUS OT Security expert team takes full
responsibility for the ongoing optimization and maintenance of your Guardian OT security
sensors. As a full-service offering, this package includes comprehensive Guardian support with
secure remote access.

The goal of this annual subscription is to continuously enhance the performance and security of
your systems, ensuring full compliance with the latest security standards and regulations, such as
NIS2, IEC 62443, and ISO 27001.

Services included in the IKARUS Optimization Package

v' Ongoing Asset Database Cleanup: Regular review and cleanup of asset databases to
ensure accurate data and efficient system performance.

v' Continuous Guardian updates and patches: Automated deployment of the latest
software updates and security patches to maintain system integrity and protection.

v Configuration of new Guardian features: Implementation and customization of new
features as they become available to enhance system efficiency and security.

v' Ongoing integration and adjustment of external solutions for Guardian:
Seamless integration and fine-tuning of external security tools and solutions to support a
comprehensive security architecture.

v' Continuous Optimization of Alert Rules: Ongoing review and adjustment of alert
configurations to minimize false positives and improve incident response capabilities.

www.IKARUSsecurity.com/industrial-cyber-security

IKARUS Security Software GmbH | Blechturmgasse 11 | 1050 Vienna | Austria | Phone: +43 1 589 95-0
Email: office@ikarus.at | CRN: 64708i | Jurisdiction Vienna | VAT ID: ATU15191405 1/2


http://www.ikarussecurity./

I
SIKARUS &

I security software

Your benefits

v’ Continuous compliance: Ongoing alignment of your systems with the latest standards and
regulations, including NIS2, IEC 62443, and ISO 27001.

v’ Optimized performance: Regular reviews and adjustments ensure your system remains up
to date, fully functional, and efficient.

v Enhanced security posture: Ongoing maintenance and updates significantly reduce the risk
of vulnerabilities and security breaches.

v Detailed reporting: Provides continuous insight into the security status of your OT security
sensors, including all optimizations performed and recommendations for future improvements.

Complementary IKARUS OT Security Professional Services

» IKARUS Deployment Package

» IKARUS Advisory Meeting Package

» IKARUS Health Check Package

» IKARUS Service on Demand

» IKARUS 24/7 Maintenance and Emergency Support Package

Get in touch:

Q. +43 1 58995-500
D} sales@ikarus.at
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