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)P Central Management Console (CMC) by Nozomi Networks

Centralized Network Security Data
Monitoring, Management, and Analysis

With the Central Management Console (CMC) from Nozomi Networks, IKARUS offers an
innovative management solution for OT security sensors.

Available as a robust hardware appliance or a flexible virtual deployment, the CMC provides a
centralized platform for monitoring, managing, and analyzing network security data across
multiple customers, sites, or organizational units.

Security teams gain a comprehensive view of all OT, IoT, and IT assets within the enterprise
network, along with advanced features for event and alarm management, and the ability to
centrally integrate OT-specific threat intelligence into their overall security strategy.

By centralizing security data and events, the CMC simplifies the detection of patterns and
anomalies that may occur across various locations or devices—enhancing the efficiency and
effectiveness of your response to security incidents.

Key features of the CMC

v Multi-Tenancy: Supports management of multiple customers, sites, or departments
within a single installation — in either All-in-One or Multicontent mode.

v Optional centralized license, feed, and update distribution: Tailored for true on-
premises environments as well as secure operations within the IKARUS Data Center or
cloud instances. The CMC is compliant with European regulations such as NIS2 and
CER/CRA.

Hardware version: NCMC-100

e Max. Managed Sensors: 50

e Max. Protected Network Elements: 600,000
e Throughput: Up to 1 Gbps

e Storage: 256 GB for OS and data

e Form factor: 1 rack unit
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Virtual and cloud version

e Max. Managed Sensors: 400

e Max. Protected Network Elements: 1,200,000

e Extended Storage Capacity: Up to 1TB+

e Support for Public Cloud or Virtual Environments: AWS, Azure, VMware, Hyper-V,
KVM

Your benefits

v’ Optimized management: A centralized dashboard simplifies the monitoring and
administration of all sensors and network activities.

v’ Increased operational security: Ensures high availability and minimal downtime with
solutions tailored to customer needs — whether on-premises or in the cloud.

v Flexibility and compliance: Hardware and virtual deployment options support customized
installations that meet strict European security standards.

Complementary IKARUS OT Security Professional Services

» IKARUS Deployment Package

» IKARUS Advisory Meeting Package

» IKARUS Health Check Package

» IKARUS Optimization Package

» IKARUS Service on Demand

» IKARUS 24/7 Maintenance and Emergency Support Package

Get in touch:

Q. +43 1 58995-500
D<) sales@ikarus.at
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